World-wide-web

o Tim Berners-Lee implements
his childhood Enquire “2.0”

o It took off because it could do
hypertext on the internet!

o 3 crucial components:
HTML, HTTP, URI

o Aglobal documentation
system at CERN [1990]

o As a way of justifying the
purchase of a NeXT!

o First universal browser
implemented by intern!

The Internet: A nuts and bolts view

o The Internet is a network
of networks consisting of:

hosts;

communication links of

varying bandwidths ;

switching devices known

as routers .

o Communication paths are
shared using packet
switching

o

°

o
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Hosts, clients, and servers

o Hosts can be can be E
either clients or servers. s a\\x 2
o A client program running / e/;_rj—_\j?:
on one host requests and E li : ‘,«::
receives a service from a e
server program  running _ y
on another system 9 /”‘
o (We also have P2P = = >
connectionsE)

1\
i

e

LY

Network Protocols and HTTP 13

Sending and receiving information

Handshake!
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Connection-oriented service (OTCPO)

o Reliable data transfer
We can rely on the
connection to deliver all of
its data without error and
in the proper order.

o Flow control : Neither side
of a connection
overwhelms the other.

o Internet congestion-
control : Attempts to
prevent Internet gridlock
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Connectionless service (OUDPO)

o There are no handshakes
with a connectionless
service.

o The sending side simply
sends the packets and
hopes for the best.

o Useful in multimedia (e.g.,
phone, video) apps
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Packet switching

o Messages are broken into packets each of which travels from the
source to destination through a maze of routers and links.

| 10 Mbps Ethernet |
) Statistical o
- multiplexing =
= =, Multiplexing =
p Queue of <
] packets waiting
for output link

: EE
= =
Key: D E
AN packers

o Most routers are  store-and-forward , meaning the switch must
receive the entire packet before it can transmit it outbound link.

Message pipelining

o When the message is segmented into packets, the network is said
to pipeline message transmission.
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Source Packet switch Packet switch Destination

The Internet backbone

Sprint IP Services
45 Mbps DS-3
Backbone

DelayS dnodal= dproc + dqueue+ dtrans + dprOFJ

o Processing delay: Time
required to examine the
packetOs header and
determine where it goes.

o Queuing delay: Time
packet waiting to be
served.

o Transmission delay: u
Store-and-forward delay. Paiing swanmngor e

. . transmission)

o Propagation delay: Time to

push a bit through a link.

Propagation

Packet loss

o We have been assuming
infinite queue capacity. [
ThatOs not the case! e
Y

o When a packet arrives to / {

find a full queue, the router

will drop that packet . . . 93) i)

o ... anditwill be lost.

o Q: Have you heard of DoS? - 72—&

ORealO Internet delays and routes

What do OrealO Internet delay & loss look like?

o Traceroute attempts to measure delay from source to each
router along an Internet path towards destination.

o Foreach router /

o sends three packets that will reach router ion path towards
destination

o router /will return packets to sender

o sender times interval between transmission and reply.

3 probes 3 prohes @
3 prol

o




Traceroute from gaia.cs.umass.edu
3 delay measurements

1 cs-gw 5128 .119.240.254) 1 ms 1 ms 2 ms

2 borderl-rt-fa5-1-0.gw.umass.edu (128.119.3.145) 1 ms 1 ms 2 ms

3 cht-vbns. %w umass.edu (128.119.3.130) 6 ms 5 ms 5 ms

4 jnl-at1-0-0-19.wor.vbns.net (204.147.132.129) 16 ms 11 ms 13 ms

5 Jnl1-s07-0-0-0.wae.vbns.net (204.147.136.136) 21 ms 18 ms 18 ms

6 abilene-vbns.abilene.ucaid.edu (198.32.11.9) 22 ms 18 ms 22 m:

7 nycm-wash.abilene.ucaid.edu (198.32.8.46) 22 ms 22 ms 22 ms trans-oceanic
8 62.40.103.253 (62.40.103.253) 104 ms 109 ms 106 link
9 de2-1.del.de.geant.net (62 40 96 129) 109 ms 102 ms 104 ms in
de.frl.fr.geant.net (62.40.96.5( 3'ms 121 ms 114

11 renater-gw.frl.frgeant.net (62 40 103 54) 112 ms 114 ms 112 ms

12 nio-n2.cssi.renater.fr (193.51.206.13) 111 ms 114 ms 116 ms

13 nice.cssi.renater.fr (195.220.98.102) 123 ms 125 ms 124 ms

14 r3t2-nice.cssi.renater.fr $(195 .220.98.110) 126 ms 126 ms 124 ms

15 eurecom-valbonne.r3t2.ft.net (193.48.50.54) 135 ms 128 ms 133 ms
16 194.214.211.25 (194.214.211.25) 126 ms 128 ms 126 ms

17 *x¥
—
18 *** no response

19 fantasia.eurecom.fr (193.55.113.142) 132 ms 128 ms 136 ms
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Taking an airplane trip

Ticket (purchase)
Baggage (check)
Gates (load)
Runway takeoff

Airplane routing Air|

Airplane routing

1-13
Horizontal layering of functionality
Ticket (purchase) Ticket (complain) | Ticket
Baggage (check) Baggage (claim) | Baggage
Gates (load) Gates (unload) |Gate
Runway takeoff Runway landing | Takeoff/Landing
Airplane routing ‘ Airplane routing Airplane routing Airplane routing | Airplane routing

Departure airport Intermediate air-traffic Arrival airport
control centers
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The Internet protocol stack
o Application layer supports
network applications (HTTP,
SMTP, FTP).
o Transport layer provides Stack PoUs
transport of messages
between client and server Layers Application Message
(TCP and UDP).
o Network layer is responsible Layera Transport Segment
for routing datagrams from
one host to another (IP). Layer3 Network Datagram
o Link layer moves frames from -
node to node (Ethernet, PPP).  taver2 tink GEmD
o Physical layer moves ¥
individual bits of within a N 1o
frame from node to node.
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1-15
Up and down the protocol stack
Source
Message M | Application
Segment 'Hy M | Transport u
Dataframe Hy Hy M | Network =
Frame 'H Hy Hy M | Link
Physical
H Hy He M Tink Hy Hy He M
Physical
Link-layer switch
oinsir, (g >
M | Application -
He M [ Transport - Ha [H (M [[Network )] Ho He M
Hn Hy M [ Network Hy Ho e [] tink || iy e
Hi Hn He M [ Link [ Physical ||
Physical \ U
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Network application architectures

a. Client-server application b. Peer-to-peer application




Client-server processes

o Programs donOt
communicate, processes do.

o For each pair of
communicating processes
thereis a clientside and a
server side .

o The host that initiates the
session is labeled the client,
while the process that
waits to be contacted is the
server.

o A process many play both
roles at different times.

Process communication across the Net

o A process sends messages into, and receives messages
from, the network through its ~ socket or API.

Hostor Wostor
Server server
| 2]
Controlled ~N Ve Controlled
by application Process ) \ Process by application
developer _/ _ developer
Controlled——F  cp wity Tcpwith | Controlled
by operating by operating
variables P— variables system

o A socket is the interface between the application layer
and the transport layer within a host.
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Hyper-Text Transfer Protocol
o HTTP is the WebOs client/
server protocol.
o Useragent (browser) A::cr::rv\r/:rl;";;lr?/er
implements the client side T
of HTTP. ﬁﬂ
o Web pages generally A A’%ﬁ
consistof a base HTML A7 N’%
. &K & £y o
file which references 4 N
other objects (JPEG, GIF, Q\ © K D\‘
Java applet, audio clips). £ £S5
PC running Mac running
Explorer Navigator
1-22
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The sending process must specify
o The name or address of
the host
(hostname or IP address ),
and
o The process on that host
that will handle the
received message
(port number ).
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HTTP/1.0 nonpersistent connection
www.someSchool.edu/someDepartment/home.index
la. Client initiates a TCP
connection to
www.someSchool.edu \ 1a. Server at host
on port 80.
www.someSchool.edu
e accepts connection
" “ and acknowledges.
2. Client sends HTTP
request for
lsomeDepartmemjhome.inc}‘ .
to TCP socket set up in 1. 3. Server receives
message through
socket, finds,
encapsulates, and
sends object
in HTTP response.
1-23

The dance continues . . .

4.  Server tells TCP to
/ close TCP connection
(but TCP waits to hear

5. Client receives response from client first).

message. TCP connection
terminates. Client

extracts file, examines
HTML, and requests other
objects.

6. First four steps are
repeated for each
referenced object.




Timing of a nonpersistent connection

connection

Request file b

Frime to transmit fite

\'/

Entire file received{_

Time Time
at client atserver

HTTP/1.1 persistent connections

o Inan HTTP/1.1 persistent connection , the server
leaves the TCP connection open after sending a
response.

o Subsequent requests and responses ( pipelined or
not) between the same client can be sent on the
same connection.

HTTP request message

request line
(GET, POST,

HEAD commands) GET /somedit/page.html HTTP/L.1

Host: www.someschool.edu
header | User-agent: Mozilla/4.0
lines | Connection: close
Accept-language:fr
Carriage return,
line feed —
indicates end
of message
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HTTP response message
status line
(protocol
status code HTTP/1.1 200 OK
status phrase) Connection: close
Date: Thu, 06 Aug 1998 12:00:15 GMT
header Server: Apgche/l.B.O (Unix) 3
lines Last-Modified: Mon, 22 Jun 1998 E...
Content-Length: 6821
Content-Type: text/html
data data data data data ...
requested —
HTML file
1-28

Some HTTP response status codes

200 OK
request succeeded, requested object in this message

301 Moved Permanently
requested object moved, new location specified in this message
(Location)

400 Bad Request
request message not understood by server

404 Not Found
requested document not found on this server

505 HTTP Version Not Supported

Testing HTTP using telnet

Type:

telnet cs.wellesley.edu 80 to port 80

Type:

X Issues a GET request
GET /~pmetaxas/index.html HTTP/1.0

to HTTP server

(you must hit carriage
return twice atthe
end).

Opens TCP connection




Authorization

1. Clientissues HTTP
request message.

3. Client requests name
and password through
user agent and resends
message with 4.
authorization header line
including username and

Server at host
returns response
401: Authorization Required.

Server receives response,
verifies user and returns
requested file.

password.

Cookies

1. Clientissues HTTP
request message. ~
S+ 2. Serverat host
returns response

3. Browser appends line o
to magicCookie file
and displays page.

4. Sometime later the
user issues another ~
request to same
domain. Browser 5. Serveruses ID m_
retrieves and sends serve up appropriate
Cookie: 1678453. files.

e + Set-cookie: 1678453.
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o o [ B [ @ Lstsoved e/s/0zati ssssem
s
¥ Netacope HITP Cookie File
® This is o generated filet Do not edit.
statsemebtrandsiive.con  FALSE  /6005-01-0-26-233080-108434 FALSE 160040150l wtiicedsd
pouwtlive.con  FALSE . (5002-08-10-22-195728-3242 1603401601 wkl32425  45ZAHFHK:
FRLSE ficor tfeustonar FALSE - 1077635542 Storaclanguane. U5
Jxcart/cus toner FALSE 1078045166 store-language  US
Jhcjraosea0s  FALSE 1073530251 HusanClickiD  -150]
LSE  /he/7aoseoos  FALSE 1073300251 Humanclickkey 2ssed
FALSE  /hc/4266343 FALSE 1076576354 HunanClickKEY 269349291
FALSE  /nc/4208343 FALSE 178573354 HumanClicklD  -1501
AL okstore FALSE 1 35 _Shoppertianager2FBockS tore
FALSE /9120097  FALSE 1600401590 Wt 123097  SA326F tUAI
FALSE /5130370  FALSE 1069461597 wtl130376  7627u7apgdent
FALSE /5139226  FALSE 160941597 wel130226  762eu7pisacn
FALSE /5130348  FALSE 1609401500 wtl130348  7627H3kGsdend
FSE Jeeas st lossoicos wilifstes  uznimcaen
150 A soviorsar weiizesn
/S130362  FALSE 1603401598 wt aesinia
TCocton frLsE 195191555 _i<heptoc-posten aostonlalsz 08| 2501w
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Cookies and privacy

a] Bill's Home Page
J 5 3 N . @ d 3 ]
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An Interview with Sherlock Holmes

(Tt i o your ov good. We onlywant 0 elp )

Welcome back Randy. Lam Luppy o see that we are the ﬁm
site you have chosen to visit this afternoon. Unfortuna

Yo sve sl using Netscape version 461 (Machntoshy I pm
Bill would not be pleased! Wouldn't you prefer Microsoft
Internet Explorer? We have one in stock!

T

g e Wl Upgice T

Are you enjoying your version of Slmckwnve? A new version
A% will appear later this year, so save your pennies. We know
"z Where you live, Your 1P address s 149.130.219.343. In Fact, we
know all about Wellesley College.
\_E-\D\ T 356 3




