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Economics of Information 
Security 

Thursday, October 21, 2010 
CS342 Wellesley 

Tyler Moore 

Why Economics? 
•  Economics: “the study of how society uses its 

scarce resources” (The Economist) 
•  Conventional threat modeling has failed 

–  Enumerate possible threats 
–  Define attacker capabilities 
–  Build systems to protect against these threats 
–  Worked for encryption algorithms, but not Internet 

security 
•  Attackers operate strategically 

–  Must understand what motivates attackers 
–  Cannot expect attackers to respect stated 

assumptions of behavior 
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Why Economics? 

•  Many good security schemes aren’t 
adopted 
– Verizon-Secret Service study: 64% of 

breaches could have been prevented using 
“simple and cheap” countermeasures  

(Source: http://www.verizonbusiness.com/resources/reports/rp_2010-data-breach-report_en_xg.pdf) 
– Security failure cannot be explained by lack of 

technical innovation 
•  Defenders also operate strategically 

– Must understand incentives of defender 

Outline of topics covered 

•  Incentives of attackers and defenders 
•  Economics of IT vs. traditional industries 
•  Key market failures 

–  Information asymmetries 
– Externalities 

•  Next week 
– Econometrics: measuring attack and defense 
– Policy interventions available 
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The power of incentives 

•  Systems often fail because people who 
could protect a system have no incentive 
to do so 

•  Retail banking security in the 1990s 
–  I              US banks must pay for ATM card 

fraud 
–                 In UK, regulators favored banks, 

often                   made customer pay 
for fraud 

– Which country experienced more ATM fraud? 

UK card holders 
experience more fraud 

•  In the US, because disputed transactions 
must be paid for by banks, the banks had a 
strong incentive to invest in technology to 
reduce fraud 

•  In the UK, because banks could blame 
customers, they did not have a strong 
incentive to invest in the same anti-fraud 
mechanisms 

•  Fraud levels grew higher in the UK over time, 
and remain substantially higher to this day 



10/21/10 

4 

Comparing card fraud across 
countries 
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R. Sullivan, http://weis2010.econinfosec.org/papers/panel/weis2010_sullivan.pdf 

Attacker adaptation in  
UK payment card fraud 

S. Murdoch, S. Drimer, R. Anderson, Chip and PIN is broken. http://www.cl.cam.ac.uk/~sjm217/papers/
oakland10chipbroken.pdf 
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How history repeats itself 

•  May 2010 privacy leak (benedelman.org) 

•  October 2010 privacy leak (freedom-to-
tinker.com) 

http://fb-tc-2.farmville.com/flash.php?...fb_sig_user=[User’s Facebook 
ID]... 

•  Facebook may take a PR hit for this, but 
otherwise stands little to lose 

Incentives and privacy breaches 
•  Recall: 64% of privacy breaches could have 

been prevented using “simple and cheap” 
countermeasures 

•  Who suffers when a firm loses personal 
information? 
– The subjects whose information is revealed 
– The managing firm’s only costs are usually 

reputational 
– Why spend lots of money, even on “simple and 

cheap” countermeasures, when the cost of failure 
is low and uncertain? 
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IT Economics 

•  Economic ‘rules’ for the IT industry differ 
from those for other industries 

•  Rule #1: Network effects 
– Value of a network grows super-linearly to its 

size 
•  Fax machines, operating systems, social networks, 

… 
•  n^2                                     or n log n  

– Upshot: hard to bootstrap success, hard for 
competitors to dislodge once successful 
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Network Effects and Infosec 

•  Many technical security solutions become 
effective only when many people adopt 
them 
–  Introduced in 1996, S-BGP authenticates the 

paths routers advertise and could have 
prevented Pakistan telecom from shutting 
down YouTube 

– However, S-BGP is only valuable if all ISPs 
switch 

– Why is email still sent unauthenticated? 
•  Security protocols which have succeeded 

offer immediate value to adopting firms 

IT Rule #2: High fixed costs and 
low marginal costs of production 

Traditional industry: high fixed 
& high marginal costs 

IT industry: high fixed & low 
marginal costs 

                              CC licence: Flickr user Richard Bao CC licence: Flickr user CanadaGood 

Competition drives price down to marginal costs 
of production (i.e., $0!) 
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IT Rule #3:  
Switching costs determine value 

•  Switching from one IT product or service is 
usually expensive 

•  Shapiro-Varian theorem 
–  net present value of a software company is the 

total switching costs 
– Once you have $1000 worth of songs on your 

iPod, you’re locked into iPods 
– Why can Microsoft still charge for Office despite 

‘free’ alternatives? 
•  Beware security mechanisms used to 

promote lock-in (e.g., digital rights 
management) 

IT Economics and Security 
•  The high fixed/low marginal costs, network 

effects & switching costs in information 
industries all tend to lead to dominant-firm 
markets with big first-mover advantage 

•  So time-to-market is critical 
•  Microsoft philosophy of ‘we’ll ship it Tuesday 

and get it right by version 3’ is not perverse 
behavior by Bill Gates but quite rational 

•  Whichever company had won in the PC OS 
business would have done the same 
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When markets fail 

http://en.wikipedia.org/wiki/Flash_crash 

When markets fail 
•  Market failures occur when the free-market 

outcome is inefficient 
– Monopolies/oligopolies 
– Public goods 
–  Information asymmetries 
– Externalities 

•  Market failures justify regulatory intervention, 
and inform how public policy should be 
designed 
– They help explain why private information security 

investment is often suboptimal 
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Markets with asymmetric 
information 

CC Flickr 
user:  
Matt Niiemi 

Akerlof’s market for lemons 
•  Suppose a town has 20 similar used cars for 

sale 
–  10 ‘cherries’ valued at $2,000 each 
–  10 ‘lemons’ valued at $1,000 each 
– What is the market-clearing price? 

•  Answer: $1,000.  Why? 
– Buyers cannot determine car quality, so they 

refuse to pay a premium for a high-quality car 
– Sellers know this, and only owners of lemons will 

sell for $1,000 
– The market is flooded with lemons 
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Secure software is a market for 
lemons 

•  Vendors may believe their software is 
secure, but buyers have no reason to 
believe them 

•  So buyers refuse to pay a premium for 
secure software, and vendors refuse to 
devote resources to do so 

•  How might the information asymmetry be 
reduced? 
– Option 1: certification schemes 
– Option 2: collect better data 

Option 1: certification schemes 

•  Common Criteria 
certification 
– Sometimes useful, but 

may be gamed 
– Evaluation is paid for by 

vendor seeking 
approval, leading to 
test-shopping 
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Not all shoe websites 
are created equal 

zappos.com mbtsport-sale.com 
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Adverse selection in  
certification schemes 

•  Edelman uses data from SiteAdvisor to identify sites 
distributing spam and malware as ‘bad’ 
–  He then found that such ‘bad’ companies are more likely to 

be TrustE-certified: 5.4% of TrustE-certified sites are ‘bad’, 
compared with 2.5% of all sites. 

–  Similarly, untrustworthy sites are over-represented in paid 
advertisement links compared to organic search results 

•  This is called adverse selection 
–  In health insurance, adverse selection occurs 

when sick people are more likely to buy coverage 
than healthy people 

– Consequence of markets with asymmetric 
information 

Moral hazard 

•  The second classical outcome of 
asymmetric information is moral hazard 
– People may drive recklessly if fully insured 

with $0 deductible 
•  Moral hazard in information security 

– Often claimed that consumers engage in 
moral hazard due to $0 card fraud liability 

– Cuts both ways: when regulations favor 
banks, they can behave recklessly in 
combating fraud 



10/21/10 

15 

Option 2: Collect information to 
measure security 

•  Auto insurance companies could offer 
lower premiums to people who install 
speed-monitoring devices 
– Similarly, measures of information security 

could be collected to differentiate safe vs. 
unsafe websites, secure vs. insecure 
software, etc.  

– More on this next week 

Externalities 

http://en.wikipedia.org/wiki/File:Zona_Leste_-_S%C3%A3o_Paulo-Brasil.jpg 
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Externalities 

•  Cost (or benefit) incurred by a party who did 
not agree to the transaction causing harm (or 
benefit) 
– Positive externalities tend toward under-provision 
– Negative externalities tend toward over-provision 

•  Environtmental pollution is a negative 
externality 
– Factory produces a good and gets paid by buyer 
– Pollution caused by production is not accounted 

for in the transaction 
•  Information insecurity is a negative externality  

Botnets 

Source: http://en.wikipedia.org/wiki/File:Botnet.svg 



10/21/10 

17 

Botnet infections as an 
externality 

•  Botnets carry out the task requested by 
botnet herder 
– Send spam 
– Host phishing websites 
– Distribute malware 
– Launch denial-of-service attacks 

•  Many tasks assigned to bots are designed 
to harm others more than their host 

Cyber attacks in Estonia April 
2007 
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Incentives of botnet participants 
•  Botnet operators ($) 
•  End users 

– Many are unaware of compromise, and the 
malware is designed to harm others 

•  ISPs 
– Often aware of customers that are infected 
–  If too much spam is sent, then other ISPs may 

blacklist them 
– Quarantining customers is expensive (in terms of 

kit and especially calls to customer support) 

Other examples of  
insecurity externalities 

•  Industrial control systems 
– Critical infrastructure operators have moved  

connected their control systems to IP 
networks to reduce near-term cost 

–  Increased risk of an outage is discounted 
because costs are borne by society 

•  If persistent insecurity keeps people from 
using the Internet, then positive 
externalities of Internet usage go 
squandered 
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Summary of today’s lecture 

•  Incentives explain security investment 
•  Economics of IT industries tend toward 

dominant firms 
•  Information security is frequently 

characterized by 2 market failures 
–  Information asymmetries 
– Externalities 

•  To really improve security, we must work 
to correct these failures 

Looking ahead to next week 

•  Measuring Internet crime 
– Phishing 
– Botnets 

•  Improving information security through 
policy 
–  Information disclosure 
–  Intermediary liability 
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Project ideas 

•  Tracking online censorship on Herdict 
–  Improving the crowd’s assessment of 

blockage 
– Reputation of reporters 
– Comparing Herdict reports to news and twitter 

reports 
•  Tracking High Yield Investment Program 

scams 
•  Tracking fake shoe shops 
•  Analyzing privacy breach reports on 

datalossdb.org 
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