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Reminders

• Assignment is due tomorrow at noon

– Don’t forget that you have an optional 24-hour 
extension.

• Readings for chapter 2 have been updated on 
the course webpage to account for the 6th and 
8th editions of the book

• For course support hours, please check 
course calendar
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The Internet Layers
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Managing complexity

• Is there any hope of 
understanding anything 
as complex as the 
Internet?

• Captain Abstraction 
thinks so.

• To reduce complexity, 
network hardware and 
software that implement 
protocols are designed 
in layers.
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The Internet protocol stack

• Application layer supports 
network applications (HTTP, 
SMTP, FTP).

• Transport layer provides 
transport of messages 
between client and server 
(TCP and UDP).

• Network layer is responsible 
for routing datagrams from one 
host to another (IP).

• Link layer moves frames from 
node to node (Ethernet, PPP).

• Physical layer moves individual 
bits of within a frame from 
node to node. 
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Up and down the protocol stack*

*Encapsulation.
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Important safety tip

• It is important to distinguish 
between network applications 
and application layer protocols.

• An application-layer protocol is 
only one piece of a network 
application.

• A Web application consists of 
many components, including 
HTML, browsers, servers, and 
HTTP.
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Application-layer protocols

• An application-layer protocol 
defines:
– Type of message exchanged.
– The syntax of the various 

message types.
– The semantics of each message 

field.
– Rules for determining when and 

how a process sends messages 
and responds to messages.

• Public domain application-layer 
protocols are specified in RFC
(Request for Comments.  

• Proprietary protocols play their 
cards close to the vest.
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Process communication

• To build a network application, we 
must understand how processes* 
running in multiple end systems 
communicate?
– Inter-process communication is 

governed by the end system’s 
operating system (CS341).

– Communication between end systems 
is accomplished by exchanging 
messages across a computer network 
(CS242).

– Coordination of a computation across 
independent machines in a network 
(CS343).

*Roughly speaking a process is a program in execution within an end system.
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The Application Layer
Chapter 2 from the Kurose and Ross textbook
Section 2.1

Most of these slides are adapted from (or perhaps identical to) the authors’ slides. 
All material copyright 1996-2012 J.F Kurose and K.W. Ross.
Some are adapted from slides prepared by Randy Shull.

This presentation has been designed using resources from PoweredTemplate.com
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Creating a network app

• Write programs that:
– run on (different) end 

systems
– communicate over network
– e.g., web server software 

communicates with browser 
software

• No need to write software 
for network-core devices
– network-core devices do 

not run user applications 
– applications on end 

systems  allows for rapid 
app development, 
propagation

application
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Client-server architecture

Server: 
• always-on host
• permanent IP address
• data centers for scaling

Clients:
• communicate with server
• may be intermittently 

connected
• may have dynamic IP 

addresses
• do not communicate 

directly with each other

client/server
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P2P architecture

• No always-on server
• Arbitrary end systems directly 

communicate

• Peers request service from 
other peers, provide service 
in return to other peers
– self scalability – new peers 

bring new service capacity, 
as well as new service 
demands

• Peers are intermittently 
connected and change IP 
addresses
– complex management

peer-peer
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Processes communicating

• process: program 
running within a host

• within same host, two 
processes communicate 
using  inter-process 
communication (defined by 
OS)

• processes in different hosts 
communicate by exchanging 
messages

client process: process that 
initiates communication

server process: process that 
waits to be contacted

v Note: applications with P2P 
architectures have client 
processes & server 
processes
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Sockets

• Process sends/receives messages to/from its socket
• Socket analogous to door

– sending process shoves message out door
– sending process relies on transport infrastructure on 

other side of door to deliver message to socket at 
receiving process

Internet

controlled
by OS

controlled by
app developer

transport

application

physical
link
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process

transport

application

physical
link

network

process
socket
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The sending process must specify

• The name or address of the 
host (hostname or IP 
address*), and

• The process on that host 
that will handle the received 
message (port number).

• For example, HTTP typically 
uses port 80, while SMTP 
uses port 25.

*More when we get to the network layer.
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What else is defined?

types of 
messages 
exchanged

e.g., request, response 

message 
syntax

what fields in messages

how fields are delineated

message 
semantics

meaning of information in fields

rules for when and how processes send & respond to 
messages

Two forms of definitions:
• Open protocols are defined in RFCs, and allow for interoperability. Such as HTTP, SMTP
• Proprietary protocols, such as Skype
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Well, what does the application 
need?
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TCP services

• Provides a connection-oriented 
service.
– Handshakes set up a full-duplex 

TCP connection between sockets 
prior to the exchange of 
information.

• Provides reliable transport service.
– The communication processes can 

rely on TCP to deliver all data sent 
without error and in the proper 
order.

– Includes a congestion-control 
mechanism.*

*But at a cost and TCP does not guarantee a minimum transmission rate.
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UDP provides

• No frills delivery 
– unreliable data transfer service.

• No congestion-control
– the socket is always open.
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Internet apps:  application, 
transport protocols

application

e-mail
remote terminal access

Web 
file transfer

streaming multimedia

Internet telephony

application
layer protocol

SMTP [RFC 2821]
Telnet [RFC 854]
HTTP [RFC 2616]
FTP [RFC 959]
HTTP (e.g., YouTube), 
RTP [RFC 1889]
SIP, RTP, proprietary
(e.g., Skype)

underlying
transport protocol

TCP
TCP
TCP
TCP
TCP or UDP

TCP or UDP
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